WHAT IS CLAIMED IS: 

1. A method comprising: 

receiving a privacy policy request from a mobile network node; 

interpreting the request to define one or more privacy attributes associated 
5 with the mobile network node; and 

in an instance that a binding update is to be sent on behalf of the mobile 
network node, determining, based on the one or more privacy attributes, a selected 
number of correspondent nodes to receive the binding update; and sending the 
binding update to the selected number of correspondent nodes. 

10 

2. The method of claim 1, performed by a mobile router operably attached 
to the mobile network node. 

3. The method of claim 1, wherein the privacy attributes allow sending 
15 the binding update to all active correspondent nodes communicating with the 

mobile network node. 

4. The method of claim 1 , wherein the privacy attributes disallow sending 
the binding update to any correspondent nodes. 

20 

5. The method of claim 1 , wherein the privacy attributes allow sending 
the binding update only to correspondent nodes satisfying a selection criteria, 
thereby defining an inclusive list. 

25 6. The method of claim 5, wherein the selection criteria is based on one 

of: a range of IP addresses and autonomous system membership. 

7. The method of claim 1 , wherein the privacy attributes allow sending 
the binding update only to correspondent nodes exclusive of those satisfying a 
30 selection criteria, thereby defining an exclusive list. 
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8. The method of claim 7, wherein the selection criteria is based on one 
of: a range of IP addresses and autonomous system membership. 

5 9. The method of claim 1, wherein the step of sending the binding update 

comprises sending one of a multicast and unicast binding update message to the 
number of correspondent nodes. 

10. hi a communication system comprising a mobile network including 
10 one or more mobile network hosts attached to a mobile router, a method 

comprising the mobile router: 

obtaining a multicast care of address associated with the mobile network, 
the multicast care of address being used as a proxy address for the mobile network 
hosts responsive to mobility of the mobile network from a home network to a 
15 foreign network; 

determining privacy attributes associated with the mobile network hosts; 

and 

communicating a binding update message including the multicast care of 
address to selected correspondent nodes consistent with the privacy attributes of 
20 the mobile network hosts. 

1 1 . The method of claim 10, further comprising the mobile router: 
receiving, via IP tunneling from a home agent, one or more IP packets to a 

targeted mobile network node from a correspondent node not having received the 
25 binding update message; 

sending the packets to the targeted mobile network node; and 

sending a binding update identifying the multicast care of address to the 

correspondent node, only if the binding update is permitted according to the 

privacy attributes of the targeted network node. 

30 
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12. A mobile router comprising: 

a mobile network interface operably connecting the mobile router to one 
or more mobile network hosts defining a mobile network; 

a multicast care of address binding management element for obtaining, 
5 responsive to movement of the mobile network from a home network to a foreign 
network, a multicast care of address adapted for use as a proxy address of the 
mobile network hosts; 

a privacy attribute database identifying requested privacy attributes of the 
mobile network hosts relative to maintaining privacy of the multicast care of 
10 address; and 

a routing element operable to send binding update messages including the 
multicast care of address to a selected number of correspondent nodes consistent 
with the requested privacy attributes of the mobile network hosts. 
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